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®  The changing-criterion design
®  The multiple-treatment design
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[P Plan for Data Sharing

t 1

* Plan for

Data Collection: anonymous,
anonymized (de-identify)

Data Sharing 3 modes: archive,
restricted acceéss, enclave

+ Training in data confidentiality &
security

+ IRB approval

* Submit request for Access
certification
« Data security management . X
y & « Sign Data sharing agreement [
Confidentiality prohibits
Return all data upon completion

* Data sharing agreement

* Monitoring

Send manuscript for disclosure
limitation review

« Staff Training
* Prepare for site visit
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aleun

HIPAA identifiers that must be removed to make
health information de-identified
The following identifiers of the individual or of relatives,
employers or household members of the individual must
be removed:

1. Names

2. Address (including zip code)

3. Dates (birth, admission, discharge, death)
4. Telephone numbers

5. Fax numbers

6. E-mail addresses

7. Social security numbers

8. Medical record numbers

9. Health plan beneficiary numbers

10. Account numbers

11. Certificate/License numbers

12. Vehicle identifiers and serial numbers (including

license plate)
13. Device identifiers and serial numbers
14. Web Universal Resource Locators (URLS)
15. Internet Protocol (IP) addresses

16. Biometric identifiers, including finger and voice
prints

17. Full face photographic images and any compara-
ble images; and

18. Any other unique identifying number, characteris-
tic, or code.

Reference: http://hipaa.bsd.uchicago.edu/background.html
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